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ELECTRONIC MEDICAL RECORDS 
PATIENT SAFETY & RISK MANAGEMENT GUIDE 

 

I. Introduction 

A. Purpose of the Electronic Medical Records Patient Safety & Risk 
Management Guide 
The purpose of this guide is to provide information concerning the appropriate use of certain 
Electronic Medical Record features to improve the quality and safety of patient care, while 
decreasing potential liability risk.  Electronic Medical Records (EMRs) are defined here as a 
technology system which permits the electronic recording and transmission of all the information 
about patients captured during the regular course of business, i.e. clinical encounters, and 
telephone contacts necessary to constitute a legal record.   
 
Once successfully implemented, EMRs create efficiencies in time and productivity.  Gaining 
efficiencies may provide physicians with more quality time with patients, permit them to see 
more patients and/or to have less hectic schedules.  However, maximizing efficiencies could 
result in various shortcuts that begin to degrade the patient safety benefits that EMRs offer.  So 
used, EMRs could actually create and propagate both old and new errors. Furthermore, those 
same efficiencies could create a roadmap for a plaintiff’s attorney to attempt to justify a legal 
action. 
 
This guide will caution against the use (including nonuse, modified or improper use) of EMRs 
that may actually increase liability risk.  It is not all-inclusive; rather it focuses on those areas 
most likely to involve liability or make litigation more difficult to defend. 
 
There are four broad areas which analyses of multiple years of past claims have identified as most 
often associated with liability claims where the appropriate use of EMRs could have the greatest 
beneficial impact: communication between and among caregivers and/or their patients; medical 
record content and clarity of information (i.e. “documentation”); clinical systems and office 
practices; and clinical judgment, including those errors involving diagnosis and/or treatment. The 
clinical judgment category also includes medication errors related to prescribing and monitoring.  
 

Physician Claim Contributors
(A claim may have more than one contributor)

Source: Princeton Reported Claims 2001- 2006
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There will be numerous examples discussed throughout this guide to demonstrate how EMRs 
used properly may close care gaps in these four major areas.  There will also be significant 
discussions of how these features may be improperly used to increase liability risk.  Each section 
will include recommendations on how to avoid or mitigate these potential liability risks 
associated with the use of EMRs while using their key features to improve the quality, safety, and 
efficiency of healthcare delivery. 
 
Many of the features discussed may affect liability within all or some of these four areas.  They 
are, in fact, interrelated and even interdependent.  Consequently, the reader will note some 
overlap in the mention of these features within these areas.  Most pointedly, EMRs may close 
gaps in all areas, which may ultimately improve clinical judgment and patient outcomes.  For 
example, any kind of communication, documentation and/or office practice or clinical system 
defect (which the proper use of EMRs may address) could lead to clinical judgment errors and 
otherwise avoidable adverse patient outcomes that could result in litigation. 

 

B. Scope and Use of the Guide 
This reference is intended to serve as a patient safety/risk management guide concerning the 
proper use of EMRs.  Included in the guide are sample screen shots/printouts from a variety of 
EMR vendors to better illustrate a discussion point.  This guide is not intended to endorse any 
particular EMR system, nor is it to serve as a “how to” implementation manual.  Implementation 
and EMR features are discussed only to the extent that they affect patient safety and/or risk 
management. This is not intended to be comprehensive, only illustrative. It will not discuss (or 
compare) the various pros and cons, including costs (both to implement and to maintain) any 
particular EMR system (or EMRs in general). There are other sources of that type of information 
to evaluate EMR products, such as EMR buyers’ guides. 
 
This guide should be used to supplement your current use of EMRs or for consideration of the 
extent to which you will implement certain EMR features.  In this context, it should not be 
regarded as a standalone document for the implementation of EMRs.  
 

C. A Dynamic Document 
Liability risk associated with EMRs is evolving.  The next few years will see unprecedented 
growth in the use of EMRs.  With that growth will occur not only improvements in the quality, 
safety and efficiency of healthcare, but potentially greater risks from improper use (and nonuse) 
of the features of these systems designed to achieve these gains.  This reference is intended to be 
dynamic, and will be updated to reflect evolving developments in the EMR field, especially as 
they may affect patient safety, medical liability and risk management.   

 

D. The Current Environment for EMR Usage in New Jersey and the U.S. 
Despite a more than four-year campaign by the federal government and private sector to increase 
the use of EMRs, the results of a recently published survey of physicians (conducted between 
September 2007 and March 2008) revealed that only 17% of physicians in the ambulatory care 
environment have access to an EMR.  More ominously, only 4% (1 in 25) of physicians in this 
environment have access to a “fully functional EMR” which includes the various safety features 
such as drug-drug and drug-allergy alerts and full electronic prescribing functionality described in 
this guide DesRoches, CM, Campbell, EG, Rao, Sowmya, SR, Donelan, K, Ferris, TG, Jha, A, 
Kaushal, R, et al., Electronic Health Records in Ambulatory Care—A National Survey of 
Physicians (http://content.nejm.org/cgi/content/full/NEJMsa0802005). 
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Some other key findings in this study conducted by the Massachusetts General Hospital and 
Harvard School of Public Health found that 71% of the users of a “fully functional” EMR report 
that their system was integrated with a hospital system where they admit patients compared with 
56% of those users with a basic system who claimed interoperability (i.e. the ability to 
communicate with other systems outside the base installation or practice setting).  Of the 83% of 
respondents who used neither a basic nor a fully functional system, 16% had purchased a system, 
but had not installed it yet.  Another 26% in this “non-user” group reported plans to purchase 
such a system within the next two years.  Of those with a “fully functional” EMR, 97% of 
respondents reported using all 16 safety improvement and electronic prescribing functions at least 
some of the time. Approximately 17% of physicians in groups of 50 or more had access to a fully 
functional EMR, while in groups of one to three physicians, only 1.8% did--see the web link 
reference immediately above. 
 
To spur adoption of fully functional EMRs while ensuring that those implemented have all those 
features necessary for complete functionality, interoperability, and security, the federal 
government designated the Certification Commission for Healthcare Information Technology 
(CCHIT) to evaluate EMR products and certify them. By focusing on these three areas, the 
CCHIT is addressing the strongest current and projected future needs of EMR users.  The types of 
safety features discussed in this guide represent many required functionalities in CCHIT-certified 
EMRs.   
 
Also, to encourage greater use of fully functional EMRs (especially among the smallest physician 
groups), the Center for Medicare and Medicaid Services of HHS (CMS), just eight days before 
the New England Journal of Medicine survey’s results were released, announced a new initiative 
by which individual physicians achieving the highest scores for proper and complete EMR use 
could gain up to $58,000 in increased reimbursements over the next five years (more than the per 
physician cost of most EMR implementations). Unfortunately, at present, none of the 12 
announced demonstration sites include New Jersey.   
 
Anticipating the still very limited use of EMRs in New Jersey and intending to provide it with its 
own boost, earlier this year, New Jersey passed legislation establishing a commission to oversee 
the widespread deployment of EMRs in the state.  Introduced by State Legislator Herbert 
Conaway, M.D., and recently signed into law by Governor Corzine, the New Jersey Health 
Information Technology Promotion Act (A-4044) will create an infrastructure to support the 
creation and implementation of a statewide health information technology system and 
information exchange to be overseen by a State Health Information Technology Commission.  
Dr. Conaway recently received an Advocacy Award from the Health Information Management 
and Systems Society (HIMSS) for his leadership in getting this legislation enacted.   
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II. Electronic Medical Records—Their Safety and Quality Improvement 
Features 

A. Improving Communication 
Perhaps the greatest overall benefit of EMRs is their ability to improve communications among 
physicians/providers and between physicians/providers and the patients and their families.  
Almost 50% of all physician claims had communication as a key contributor to the alleged 
malpractice.  The graphic below identifies the breakdown of the communication failures. In both 
categories, failed communications about the patients’ condition is predominant. 
 

Communication Failures
(A claim may have more than one communication failure)

Source: Princeton Reported Claims 2001- 2006
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The delivery of excellent care in an office-based practice is dependent on the accurate, 
understandable, complete, and timely communication of information. Certainly, diagnosis 
accuracy and effective and timely treatment depends on having as much reliable information as 
possible about a patient available at the point of care or at key diagnostic and therapeutic decision 
making points. This subpart will discuss how EMRs may accomplish that to improve patient 
safety while managing risk. 
 
For EMRs to realize their full value, they must be able to communicate with the electronic 
systems of all other caregivers and provider facilities taking care of particular patients.  This is 
known as interoperability, which is the ultimate in enhanced communication across providers 
and facilities and perhaps the Holy Grail for EMR users. It is in recognition of this that CCHIT is 
making a big push to ensure that EMR companies whose products are certified during 2008 and 
2009 are able to demonstrate the interoperability of their products. While interoperability is 
available with many systems, the reality of system-wide implementation, except for a few spotty 
areas, is still a ways off.  
 
While lack of interoperability does limit their ultimate value in improving safety and quality of 
care, EMRs without (or with only limited) interoperability may still significantly improve the 
content and clarity of communications both within the medical office(s) of a practice and in 
communications outside of it (or them). EMRs allow for electronic faxing or emailing of 
information, which can also be performed from remote locations, resulting in a significant benefit 
to patients accessing care at odd hours, particularly in emergency settings. 
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1. Among Physicians and Other Caregivers (including Ancillary Providers—Labs, 
X-ray Facilities, Pharmacies, etc.) Concerning the Patient’s Condition 
Analysis of liability claims over the past five years at Princeton Insurance (hereafter 
Princeton) has revealed communication among physicians and other caregivers concerning a 
patient’s condition to be one of the most common care gaps associated with litigation.  
Ensuring that complete, accurate and legible information is communicated from provider to 
provider is paramount, whether within a medical office or from the office to another 
healthcare setting. Inadequate content for consultations, miscommunications within the 
medical office or outside of it, and lack of access to recent care history are examples of 
communication breakdowns, particularly in handoffs, that have led to significant litigation.  
The proper use of EMRs can make key attributes of communication between office staff and 
transmission of patient and patient-related information to external entities involved in the care 
process more complete, accurate, timely, and effective. 
 
a. Improving intra-office communications 

For purposes of this section, “intra-office” communications include the following: 

• Communications among physicians, nurses, office managers, clerks, and 
receptionists within the same office  

• Communications among these professionals among multiple offices within the 
same practice 

• Communications among these professionals even when they are not physically in 
any of the offices (e.g. one or more of those involved in the communication 
concerning a patient’s condition are in the hospital, at home, on vacation or 
anywhere else physically outside the office or offices of a practice) 

 
EMRs offer a litany of features that assist in intra-office communications including 
instant messaging, task lists for completion of time-sensitive requirements, and ready 
access to medical records for reference in patient phone calls, both during and after 
normal hours. All of these improve upon the care of the patient and increase efficiencies 
of the practice, so long as they don’t completely replace good interpersonal 
communication, which is always in need, and that they don’t become so overwhelming 
that the intended benefit is lost.  
 
Following is an example of an EMR template focusing on messaging. 
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Messaging 

 
Source: Misys 

 
Instant messaging is not an EMR exclusive, and is perhaps occurring in offices without 
EMRs. Attached to an EMR, however, it allows the staff to communicate electronically 
within the EMR system, ensuring ready access to the information that may be required of 
the message. Connectivity to the patient record eliminates the typical steps involved in 
transmitting or responding to messages, such as: 

• Separate notes that may be lost 
• Forgotten messages/tasks 
• Disruption of care, if in order to ensure delivery the provider must excuse himself 

from a current patient (this will not only decrease the risk to the physician’s 
previous patient, but also maintain a better relationship with the current one) 

 
It is even suggested that one of the first features to activate in an office to improve 
communications among physicians and other caregivers might be intra-office messaging  
Lowes, R, Keys to a Successful EHR Rollout; Medical Economics; July 4, 2008 (Duluth, 
MN)..   
 
A cautionary note: Any information communicated through an electronic messaging 
feature, such as instant messaging and emails, will be stored/embedded within the 
original document, even if deleted (see “electronic footprinting” under the “Improving 
Medical Record Content and Clarity of Information” section of this guide).  As such, just 
as record alterations might be later detected, so might information exchanged through 
instant messaging.  All staff must be acutely aware of how disparaging remarks about 
patients, or other extraneous comments about care provided, even though intended to be 
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transmitted “confidentially” from one staff member to another, may be later retrieved and 
used against the practice, should litigation ensue. 
 
Task or “to-do” lists within EMRs assist in ensuring that responsibilities important to 
the complete care of the patient are assigned to an individual and, in order to close the 
loop on follow-up, require completion in order for them to be removed.  Most are 
configurable by the end user so that they can most effectively prioritize and manage their 
to-do items. Through task management lists, EMRs may ensure good patient care 
management both while the patient is in the office and between visits. The emphasis on 
task lists should be that they focus on those things that are important, such as notifying a 
patient of an abnormal lab result. To-do lists, like alerts and reminders, can become 
overwhelming if not managed appropriately.  Ensure that what you list as a task remains 
open and visible until satisfactorily acted upon.  Below are two screen shot examples of 
to-do lists. 
 

To Do Lists 

 
 
 

Source: McKesson 
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Source: eClinicalWorks 

 
Telephone communications are a significant component of most practices and can lead 
to claims when decisions are made or answers are given based on erroneous information.  
Additionally, lack of documentation for phone calls not only weakens the defense of a 
claim, but can also lead to claims by limiting information available to other subsequent 
providers. EMRs allow for ready access to patient information that may be vital in a 
telephone response and allow for same-time documentation. From a safety and risk 
management standpoint, this EMR function may be especially valuable after hours and 
where a contemporaneous running chronology of multiple calls to different staff is 
essential to care. 
 
For covering physicians within the same practice, EMRs may also significantly improve 
the ability to discuss and evaluate patients even when offsite. Each caregiver has instant 
access to complete, timely and accurate information about a particular patient. This may 
even include graphical displays of a patient’s clinical findings (e.g. blood sugar, kidney 
function, blood pressure) over time that assists familiarity with patients.  Below is a 
screen shot of a one-page patient summary which could be useful for a covering 
physician.  
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Patient Summary 

 
Source: NextGen 

 
Certain administrative features offered by EMRs assist in reducing the likelihood of 
communication errors. These include appointment scheduling, missed appointment alerts, 
ordering of labs and consults, and perhaps email communication with patients, all of 
which should reduce handoff communication errors while enhancing productivity of the 
office. EMRs allow the provider to complete certain tasks at the point of care (e.g., 
producing orders for tests and consults and, when utilized with Practice Management 
Software (PMS), scheduling the next appointment) prior to the conclusion of the current 
visit. Scheduling appointments in the EMR at the point of care is an excellent way to 
track patient compliance. Besides assuring that the appointment is made, an alert is then 
prompted for inclusion in the task list should the patient not meet that appointment.  Both 
of these examples allow for better management of the patient without risking failed 
communication and patient safety. 

 
Finally, EMRs have the added benefit of getting everybody in the office (physicians, 
nurse managers, physician assistants, office clerks and practice managers) “singing from 
the same sheet of music” when it comes to patient care management.  Functions that 
ensure good documentation, such as checklists, and those that enhance clarity through 
legibility and consistent presentation can go a long way to preventing miscommunication.  
For these benefits to be realized, however, it is important that ALL providers and staff in 
an office use the EMR. Having some providers continue to use paper records creates a 
hodgepodge of paper and electronic records that increase the chance for error, 
particularly when coverage situations arise (see also EMR Implementation).  It also 
requires that you maintain two systems for office processes, for example tracking tests 
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and consults (see Office Practices and Systems), reducing or eliminating any efficiency 
gains. 

 

POTENTIAL PITFALLS 

• Allowing tasks to be “closed” without requiring action.  Having a list that 
tells you what to do and when is a wonderful tool for ensuring you do not lose 
sight of a particular task. Should you not do what is required, however, the 
electronic record of the reminder will significantly weaken a claim defense.  It 
is critically important never to close a task without taking some kind of action 
on it, or explaining why nothing was done. 
 

• Relying too much on electronic communications at the expense of face-to-
face interactions among physicians and office staff.  Doing this can actually 
have the unintended effect of degrading intra-office communication which can 
have negative consequences.  It is especially important in the early stages of 
implementation to continue these ongoing face-to-face interactions. 
 

• Not requiring ALL office providers to use the EMR.  If all providers and staff 
do not use the EMR, you can enhance the chance for patient care errors, 
particularly in coverage situations, and reduce or eliminate any efficiencies. 

 
 

b. Improving communications among providers outside of your practice 
To the extent that EMRs are interoperable, with proper security and privacy protections, 
they may be shared directly with those outside the practice (e.g. with pharmacies, 
laboratories, radiological facilities, Emergency Departments, hospitals, and other 
physicians). Of course all normal written patient authorizations are still required. Full 
interoperability involves the ability to share all the electronically aggregated 
information on a patient in real time with others (including those at the point of care).  
Full interoperability permits all information on each patient to be organized and displayed 
in the same way to all viewers of it simultaneously in real time. 
 
As mentioned previously, full interoperability affords the best in communications among 
providers. Nevertheless, EMRs without interoperability can still significantly improve the 
content and clarity of communications among providers not associated with your office. 
 
Partial interoperability only permits this degree of sharing with those on compatible 
electronic systems. “Interoperability” in this sense does not extend to all or even most of 
the care settings in which your patients may receive care. Nevertheless, EMRs may still 
provide physicians and other caregivers with the advantage of being able to transmit 
complete, timely, and accurate patient information (through electronic fax and other 
means) both after hours and remotely to hospitals, emergency departments, laboratories, 
x-ray facilities, and other physicians. These EMRs may also produce complete, timely 
printouts for patients, including summarized information, to bring to laboratories, x-ray 
facilities, or consulting physicians. This capability of EMRs could be characterized as 
substituted interoperability. 
 
With partially or substituted interoperable EMRs (which are by far the most common 
today), there are various things that need to be kept in mind to ensure patient safety and 
good risk management.  Most notably are ensuring that the information you transmit 
(share) is interpretable and that it contains the necessary information to support the 
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intent of the referral. This is not different from what should be performed today to 
support patient safety and risk management.  With EMRs, however, printed information 
can appear very different from that into which you are entering data. Furthermore, the 
volume of readily transferrable information available to you can be voluminous and thus 
impractical to the receiving party. One of the biggest complaints from external 
consultants receiving electronic patient information is that the information transmitted 
does not provide an interpretable rationale for the referral or consultation itself.  These 
consultants often receive the output from a series of checked boxes and templates that 
provide too much information about the patient and too little concerning exactly why 
they were consulted. 
 
In order to ensure that the EMR is optimally used for transmission of information among 
providers, consider the following: 

• When using EMRs for the first time (or if you have not already done so for an 
EMR that has been functioning), take the time to review all printable documents 
from the EMR.  Doing so will ensure that you are aware of how they will appear 
to another provider or to a jury in a malpractice case. Familiarization will assist 
you in knowing how best to use or explain content.  

• For electronic transmissions to pathology laboratories and x-ray facilities or 
consultants, use the available referral checklist that leading EMRs have to 
include all pertinent information about the patient, including diagnosis (or 
diagnostic impressions), current conditions, current treatment, and response (or 
no response) to therapy. Many of these templates auto-populate ensuring the 
completion of the relevant fields. If they do not contain them, they can usually be 
created. Equally important, using standard forms will help ensure you do not do 
the converse – provide too much information. 

• When sending electronic consultation requests, it is critically important that the 
information conveyed is clear and focused on the particular area that is the 
subject of the consultation request.  The transmission of patient summaries with 
graphical displays of clinical indicators (such as blood pressure, cholesterol or 
creatinine levels, or many other parameters available in a longitudinal Continuing 
Care Record or CCR) may prove to be very useful to consulting physicians in 
being able to leverage their specialized expertise and experience in diagnosing 
and/or treating patients. 

 
The information in the section above concerns primarily the patient safety and risk 
management implications of transmitting electronic information on patients.  A later 
section of this guide titled “Improving the Content and Clarity of Information” will 
focus more on the patient safety and risk management aspects of using EMRs to 
receive and otherwise import electronic (and non-electronic) information.   
 

POTENTIAL PITFALLS 

• The creation of useless electronically generated consultation requests. This 
can be because of uninterpretable checklists or other material or because of too 
much information that confuses the consultant. The keys to avoiding this trap 
is awareness of that which is produced, committing to using free text where 
clarity is required and more focused box-checking to produce useful 
consultation requests.  
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POTENTIAL PITFALLS 

• Failure to use the interoperability that is available.  There may be risks to not 
using the interoperability that is available to communicate vital information to 
other physicians and providers in the care delivery process at critical times.  
Physicians (and others) who have the capabilities to transmit or receive 
information electronically or through interoperable systems but who do not do 
so, could find themselves in a difficult defensive posture should they become 
involved in litigation in which timely transmission of patient information could 
have made a difference in preventing an adverse outcome.  Physicians should 
use whatever capabilities they have at their disposal in their EMR systems to 
transmit all relevant electronic (as well as non-electronic) information as part 
of all of their patient’s medical records. 
 

 
2. Between Physicians and Their Patients and Families Concerning the Patient’s 

Condition 
Failed communications between patient/family and provider are often cited as the reason for 
unsuccessful diagnosis, treatment, or patient compliance. While not a substitute for personal 
interaction, EMRs can clarify a message and facilitate a more structured visit. This section 
details how EMRs may improve communications between physicians and their patients and 
families (or surrogates).  It will focus primarily in two areas, namely how EMRs may better 
inform physicians (and other caregivers) themselves in communicating with patients and their 
families, and, secondly, how the EMR (including even the paper output of an EMR) may help 
educate patients and their families more directly.  
 
a. Informing the physician’s or other caregiver’s communications with patients and 

their families 
The delivery of excellent care in an office-based practice is dependent on the accurate, 
understandable, complete and timely communication of information. Supporting this 
premise, EMRs may better inform a physician’s or other caregiver’s decision-making 
concerning what to communicate to patients and their families in the following ways: 

• By aggregating all information about each patient in one place 
• By prompting the physician or other caregiver to ask all pertinent questions of 

patients and their families during histories and physicals and other information-
collection processes 

• By illustrating through graphical displays the progression of a patient’s clinical 
course and response (or no response) to treatment  

 
Used appropriately, the EMR can organize information about the patient in a readily 
readable format informing the physician of pertinent information such as medications, 
recent visits, lab values, and potential non-adherence with recommended tests or consults.  
Accessing the information in graphical format (see below) can demonstrate more clearly 
the response to treatment. Graphics, including labs, vital signs, pain scales, etc. can be 
created for any numeric values over time and placed as part of templates. 
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Graphical Displays 

 
Source: NextGen 

 
Source: McKesson 

 
Non-compliance with recommended tests or consults or even missed appointments, 
which can be an indicator of lack of clear communication, is tracked far more easily with 
EMRs (see further discussion in the “Improving Office Practices and Clinical Systems” 
section), generating an alert when results are not received. These alerts are generated 
whether the patient has a current appointment or not. If not, then a letter or telephone call 
can be used to communicate the alert. Examples of the promptings to communicate with 
their patients that EMRs may provide to physicians and their staff are discussed in more 
detail below in the “Improving Office Practices and Clinical Systems” section. Similarly, 
electronic prescribing programs may help physicians track whether their patients have 
filled certain prescriptions (which could, in some cases, be life- or health-saving). 
Furthermore, templates guide the provider through a visit, providing structure and 
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appropriate prompts to facilitate a more organized and thorough use of time, that should 
afford better, and more satisfying, dialogue with the patient. 
 
All of this should aid a physician in explaining his/her thinking to the patient and 
patient’s family. Also, EMRs used in this way may justify the course of action the 
physician took should there be subsequent litigation. 
 

b. Improving communications with patients and their families more directly 
Large care gaps could result in avoidable adverse outcomes and litigation when patients 
or their families do not act upon the advice given by their physicians. They may not act 
either because the information is not passed on by their physicians, it is illegible, or 
otherwise unintelligible. EMRs offer the following features to improve communications 
with patients and their families: 

• Printed Visit Summaries (sample below). For patients, EMRs may compile and 
print out summaries of each clinical encounter.  These summaries may include 
the chief complaint, historical and physical findings, review of systems, 
diagnostic impressions, therapeutic suggestions, and follow-up 
recommendations, including under what circumstances to seek medical attention 
even before the next scheduled appointment. Doing this also reinforces certain 
messages to patients about their condition, what’s been recommended, what they 
should do and not do, when to return, or what to do if something serious occurs 
between appointments. Beyond enhancing summary communication to the 
patient/family, a key benefit is the opportunity for patient review of information 
for accuracy and completeness, which may highlight important facts including 
missing family history, symptoms, drugs, or other inaccuracies.   
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Patient Visit Summary 

.  
Source: eClinicalWorks 

 
• Printed discharge/follow-up instructions and educational materials.  Legible 

instructions, including easily producible educational materials about the patient’s 
condition, enhance patient compliance. 
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Educational Materials  

 
Source: McKesson 

 
• Transfers to personal health records (PHRs). Some EMR systems may be able to 

automatically download all of the above information directly into a patient’s own 
electronic PHR (either directly or indirectly by giving the patient the information 
on a jump drive). Conversely, some electronic PHRs, when patients or their 
families add to them, may be automatically uploaded to that patient’s EMR. 

• Language conversions. Finally, many of the leading EMRs now may permit for 
automatic translation of follow-up instructions in the patient’s native tongue.  
This has obvious benefits for good physician-to-patient communication in multi-
lingual environments. 

 
A note on informed consent.  Informed consent represents a critical area for accurate 
communication between physicians and their patients, and/or their patients’ families, 
concerning the patient’s condition and what, if anything, to do about it. EMRs do not 
currently offer, in our opinion, any significant advantages over paper records, other than 
allowing for any forms to be scanned and made part of the electronic record. Forms 
completed entirely within the EMR and offered to the patient for signature can result in 
an appearance that could suggest an impersonal, and therefore, uninformed consent.  
Regardless of the type of form that is ultimately used, ensure that there is a 
contemporaneous note in the record that details the informed consent discussion.  
Providing a copy of this part of the record to the patient at that time will assist in the 
demonstration that adequate consent was obtained. 
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The one exception to the limited value of informed consent in EMRs is that in some of 
the latest versions of leading EMRs, there are becoming available “tablet” technologies 
that permit physicians (as well as their patients) to write electronically directly onto 
screens. This feature permits physicians to construct diagrams and pictures of 
recommended interventions, as well as for their patients to add their own details to these, 
and ultimately sign the consent forms which become part of the EMR itself.   

 

POTENTIAL PITFALLS 

• Reducing patient communications for fear of disclosure.  Assure patients of 
the security, confidentiality, and privacy of their patient-specific clinical 
information and communications. Moving to an electronic records 
environment may create anxieties in patients concerning the security, 
confidentiality, and privacy of their personal health information. This anxiety 
could translate into patients and their families not being as open in their 
communications with physicians and other caregivers as in the past non-
electronic environment.  To overcome this, physicians must explain to all 
their patients concerning the security features which their EMRs possess to 
ensure the continuing privacy and confidentiality of their EMRs (especially 
if those EMRs are to be transmitted outside of the office or practice). 

 
• Alienating patients.  All of the advantages afforded by EMRs can be 

somewhat undone if you alienate the patient as a result. This can occur when 
taking too much time typing and not enough time talking with patients. This is 
particularly troublesome when facing away from the patient because of the 
design of the room. Should the physician sense that this is (or could become) a 
problem (which could interfere with otherwise good patient relations, trust and 
communication), physicians could consider having a nurse manager or other 
staff member in the room to record the information while the physician talks 
with the patient, even if just for the initial stages of implementation. This is 
discussed in the “Implementation Considerations” section of this guide below.  
Physicians should not allow the computer to interfere with speaking directly 
to their patients. 

 
 
 

B. Improving Medical Record Content and Clarity of Information (through 
Better Documentation Practices) 
Perhaps one of the most sought after benefits of EMRs is the ability to create a paperless, efficient 
environment and collect all information in an organized manner that is readily recalled when 
needed. Besides the obvious efficiency benefits, this can play an enormous role in reducing risk 
and furthering patient safety by efficiently aggregating pertinent, accurate and timely patient and 
patient-related information to facilitate optimal clinical decision making at the point of care.  The 
simple elimination of illegible handwriting plays a significant role in reducing communication 
errors and embarrassing courtroom appearances. Standardized collection and evaluation of 
complete information on patients promotes content and clarity, the availability of which assists 
the physician in better decision-making, enhancing patient safety, and helping substantiate a 
physician’s diagnostic and therapeutic decision-making process. Depending upon the level of 
interoperability, the patient safety benefits and efficiencies can be exponential. 
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The efficiencies gained can be invaluable to a physician’s practice, but this is one area in which 
the efficiencies gained must be thoughtfully weighed against the potential to increase liability.  
Used properly, EMRs help physicians to capture all relevant patient and patient-related 
information quickly and accurately. Used improperly, they become an easily discoverable and 
useable tool to help the plaintiff make his or her case.   

 
1. Improving the Mechanics of Medical Recordkeeping 

Paper-based records have many disadvantages when it comes to some of the most 
fundamental aspects of medical recordkeeping. Poor medical recordkeeping can lead to errors 
in care and can be deadly to the defense of a case, even when the care delivered has not been 
negligent. Inaccuracies or omissions of information, illegibility, or incorrect methods to make 
a correction may cast doubts about the quality of care provided, as well as the credibility of 
the provider. Besides improving legibility, EMRs have great potential for improving other 
mechanics of documentation through features that should be available regardless of the EMR 
you choose. These include:  

• The elimination of confusing abbreviations and acronyms 
• Differentiation of similarly spelled (or pronounced) medications 
• Eliminating preceding and trailing “0’s” for orders or prescriptions 
• Auto dating and timing of entries 
• Ensuring that any alterations to a completed record are done appropriately   

 
The last two features assist in removing any questions of impropriety after a malpractice suit 
has been filed. In fact, the final point is so important that it warrants an extended discussion. 

 
Medical record alterations represent one of the most important areas in any type of medical 
recordkeeping (electronic or non-electronic) in which changes, whether they be additions, 
addendums or deletions to entries, need to be done properly to avoid any potential legal 
repercussions. Most EMRs permit changes prior to locking (usually triggered by a physician 
signing off). These alterations may or may not be indicated and authenticated concerning who 
changed the records, and how, prior to their being locked, depending on the particular EMR 
system used.  EMR systems often permit physicians to keep records open (i.e. unlocked), for 
a period of time, so that lab, X-rays and even consultations may be incorporated. 
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Record Alteration 

 

 
Source: McKesson 

 
With all of the leading systems, however, once the EMR is locked, then any alteration must 
be in the form of an addendum.  Some leading ambulatory systems would label any alteration 
to the medical record as an “addendum,” even if made before the physician user formally 
signs off on the record and locks it.   
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Record Addenda 

 
Source: NextGen 

 

 
Source: Misys 

 
Systems may allow the administrator (you) to establish the rules as to the maximum 
timeframe in which entries must be signed off, thereby rendering and labeling any subsequent 
change to the record entry as an addendum. These systems typically have the ability to track 
and record changes as well. It is critically important that you are aware of all tracking 
features, that you establish all rules during the implementation phase and that you adhere to 
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those consistently. A system that clearly shows what was changed, when it was changed and 
by whom will virtually eliminate any impression of impropriety in modified records.   

  
2. Improving the Sufficiency of Medical Recordkeeping 

“Sufficiency” pertains to whether there has been enough information captured in the patient’s 
medical record to permit optimal diagnostic and therapeutic decision-making. EMRs may 
improve the sufficiency of medical record information (and therefore its content and clarity)  
through the use of checklists and templates, compilation of both electronic and non-electronic 
sources of patient information, and straddling both mechanics and sufficiency, “electronic 
foot printing,” which records entries by whom and when (“data about the data”).   

 
a. Checklists/templates and auto-population of data  

It is in this area where it is critical that the balance between efficiency and safety be 
carefully weighed. While these features assist in the gathering of information or in better 
documenting the visit, they invite opportunity for error.  
 
 

Checklist 

 
Source: NextGen 

© Copyright 2008 Princeton Insurance. All Rights Reserved 21 October 2008 



 

Template 

 
Source: eClinicalWorks 

 
Assisting in the creation of a robust medical record, EMRs come with abundant 
checklists and vendor or user-customizable templates to ensure that all questions are 
asked, body systems checked, and relevant tests, procedures, diagnostic and therapeutic 
interventions are at least considered. These electronic screens may then present the 
information produced in a particular order, with graphical displays of patients’ clinical 
results over time correlated with specific therapies, or in tandem with consultation, 
laboratory, and/or radiological findings. This virtually eliminates the tedious and error-
prone process of hunting for the clinical highlights from the patient’s previous visits. In 
addition, information and clinical findings from checklists generated during prior office 
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visits, including those previously checked “within normal limits” (WNL), may be easily 
viewed for comparative purposes. 
 
Checklists may also be used in ordering laboratory (especially tissue pathology), 
radiological exams and referral/consultation requests. The supporting information needed 
for each of these requests may be auto-populated from data in the EMR itself, saving the 
time of culling this information from multiple paper-based records.   
 
Certain EMRs allow for carrying forward information from one visit to the other, such as 
top conditions or previous notes, or the auto-population of “standard” notes for specific 
illnesses. They may also allow for “default” populating of WNL for review of systems.  
These features are intended to serve as time-savers, which if used properly can also assist 
in ensuring complete documentation, but they are not without risk that information now 
part of the current record could be inaccurate. 
 
Be cautious with all of these features. They are wonderful features if used properly. 
When adopting any of them, give careful consideration to how they could be used against 
you in the future. And always consider that many of the same traditional risk 
management practices for good documentation must be applied with electronic records. 
 

POTENTIAL PITFALLS 

• Opting too heavily for gaining efficiencies over improving patient safety and 
managing risk.  Balance is critical here. Careful consideration of all features 
will help ensure that many of the following pitfalls do not occur. 

 
• Default populating of check boxes with WNL (“within normal limits”).  Two 

significant issues with this feature are: 1) the EMR may populate an 
unintended field that does not get modified; and 2) the appearance of all or 
most of these boxes in the default (WNL) in most records may make a jury 
equate “WNL” with “We Never Looked.”   

 
• Inconsistencies between free text and checkboxes.  Checkboxes allow for 

rapid point and click or one-click for a group of boxes. Ensure that this does 
not lead to an inconsistency with what you write in free text, or at least be sure 
any inconsistency is explained. When using check boxes, always take the time 
to review the boxes at the end of the visit. 

 
• Inconsistencies between current findings and carry-forward information 

from a previous visit.  When using a feature such as this, you must ensure that 
ALL copied forward information is consistent with the patient’s current visit. 
As stated above, review all information at the end of the visit and before 
locking the record. 
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POTENTIAL PITFALLS 

• Use of multiple physician templates.  Although customization is a selling 
point with EMR vendors, allowing physicians in your office to use different 
templates (whose output of similar patient information also appears different) 
is a risky practice. Lack of familiarity with multiple templates has the potential 
to cause confusion, missed facts, poor assumptions, and less-than-optimal 
decision making by those (office staff and covering physicians) caring for your 
patients. Unless you are a multispecialty practice, in which case multiple 
templates across different specialists may be justified, physicians should strive 
to use the same or similar templates for collecting and recording patient 
information – at the very least among those physicians who may cross-cover 
for one another.  

 
• Having a nurse complete a portion of the medical record history and 

physical and having that be inconsistent with the physician record.  With 
EMRs’ point-and-click ease, some offices have engaged a nurse, for 
efficiency, to capture key elements of the history and physical prior to the 
physician visit. It is critical that there are no unexplained inconsistencies 
between that indicated by the nurse and your note. This is similar to problems 
experienced by emergency departments that utilize triage nurses. 

 
• The loss of critical patient information within an office by unchecking 

boxes. In situations where a staff member elicits information from a patient 
during an intake exam and checks a particular box, but the symptom or earlier 
reported history subsides by the time the physician sees the patient, physicians 
must be mindful of the risk of unchecking a box without some dialog with the 
staff person who originally checked the box.  Not only does this present a 
potential patient safety issue (for not evaluating and treating a complaint made 
to a staff member), but it may increase the liability risk for both the physician 
and staff member, should the patient suffer a subsequent preventable problem.  
To avoid this potential, a policy should be established wherein boxes cannot be 
unchecked by another individual without first notifying the original box 
checker and clearly explaining in free text any inconsistencies between the 
providers’ notes.  

 
• Overuse of checkboxes. The sole use of checkboxes in documentation may 

create, in the eyes of jury, the impression of laziness. To prevent this 
impression, it is important for physicians to utilize the free text option to 
supplement check-off generated history and physical reports whenever 
possible. 

 
• Auto-population for standard illnesses. Features are being created that could 

allow for standard findings or symptoms to auto-populate after a few key items 
are checked. For similar reasons listed with many of the issues above, this 
feature should be avoided. 
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b. Compilation of multiple sources of patient information (electronic and non-
electronic) 
Unless a physician is in a completely contained electronic health information network, 
much of the information in an EMR will be comprised of sources of patient information 
generated by both electronic and non-electronic means (but scanned into the EMR).  The 
level of interoperability will determine the extent to which the information is electronic 
(defined as generated within the system and/or transferred electronically from one system 
to another) or non-electronic. In cases of low level of interoperability, EMRs still afford 
an advantage over paper records in that all documents can be scanned and attached to the 
record for easy access and reduced potential for loss.  
 
NOTE: All importation of external records (such as electronic or non-electronic 
consultation reports, etc.) and other electronic or non-electronic documents (including 
medical journals) which can be scanned into a patient’s EMR may be discoverable 
according to the latest Federal Rules of Civil Procedure (December, 2006). New Jersey 
courts (which oversee most medical liability actions here) have embraced these federal 
rules governing the discovery of electronic health information, including metadata 
(Korin, JB, Quattrone, MS, Electronic Health Records Raise New Risks of Malpractice 
Liability:  
http://www.law.com/jsp/legaltechnology/pubArticleLT.jsp?id=1182194746807). 

 
What is critical to note here is that you should be aware of how interoperable your system 
is and that you ensure that all relevant information is included in the EMR or at least 
considered in decision making. Assuming that the information available in the EMR is 
entirely complete, when in fact it is not, can lead to critical errors. You may assume that 
all lab results are being transferred electronically because of your relationship with the 
major vendors, and yet a specialty lab may not have that ability. Small pharmacies may 
pose the same issue. 
 

c. Compiling information during the course of discovery 
EMRs provide the ability to easily compile and retrieve information from records of 
patients with similar disease processes including information from patient registries, 
which are easily created in EMRs (note: patient registries are discussed further within the 
Clinical Judgment section). This was once an impossible or overly burdensome task.  The 
ability to compile all pertinent data (electronic and non-electronic) about patients in one 
place very quickly, comprehensively, and easily is advantageous to you in the actual care 
of your patients. However, should litigation ensue, this easily retrievable information may 
highlight inconsistencies in documentation which, if not explained, may affect your 
ability to contend that a certain treatment course is your standard operating procedure in 
the care of similar patients. For this reason, complete and accurate documentation of care 
in all records is vitally important with EMRs. 
 

d. Electronic footprinting (the generation of “metadata”) 
Electronic footprinting refers to the behind-the-scenes computer/system recording of 
every entry made to the record, when it was made (time and date) and by whom. This 
metadata (data about data) records information about entries, changes, and deletions 
(including instant messaging and emails) to/from the electronic record.  This information 
remains available despite attempts to delete.   

 
The ability of EMRs to produce this electronic footprinting has obvious advantages. The 
recording, timing and authentication of the authorship of every entry produces an 
auditable record which can remove all doubt concerning exactly what was entered, when 
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and by whom. Electronic footprinting may also become important when medical records 
are altered, since alterations to the EMR may be authenticated as to the author, the 
content of the change and exactly when the modification occurred. All users of the EMR 
need to be aware of the existence of metadata, and the potential for embarrassing 
discovery during a lawsuit. 
 

POTENTIAL PITFALLS 

• Alteration of EMRs.  Electronic or paper-based, alteration of medical records 
is always fraught with medicolegal risk if not done appropriately. It is all a 
matter of perceived motivation for the changes. In general, the more time that 
elapses from when the actual patient visit occurred and when the record was 
altered, the more suspect may be the changes that are made. The time-honored 
way of altering records (i.e. crossing out information to be changed with one 
horizontal line, identifying added information with date, time, and signature) is 
emulated in some EMR systems and is a feature that should be sought. 

 
• Importation of medical journal articles covering topics relevant to the 

diagnosis and/or treatment of patients.  Some parts of imported documents 
(especially footnotes) may contain information contrary to your clinical 
decisions.  Should the patient suffer injury and become a plaintiff, this 
information, as part of the patient’s EMR, is discoverable and may be used as 
evidence that the defendant physician did not read thoroughly the article(s) 
supporting his clinical decisions. Therefore, physicians should never 
incorporate such articles into patient EMRs until and unless they have 
thoroughly researched all the literature and include all relevant literature, 
including an explanation of their course of action. 

 
• Not understanding the extent of interoperability (i.e. the ability to 

electronically transmit key elements of patient information between and among 
physicians, hospitals, laboratories, pharmacies, x-ray facilities, emergency 
departments). It is important for physicians and their staffs to know just how 
interoperable their EMRs are.  For example, many cannot transmit to/from 
certain “mom-and-pop” pharmacies (or other facilities) even when they have 
what appear to be fully interoperable electronic prescribing programs.  Also, 
unless they are part of a health information exchange or other electronically 
connected network, EMRs generally are not interoperable (yet) even with the 
hospitals and emergency departments which their patients may frequent 
between visits. The danger lies in assuming that your system is more 
interoperable than it is, leading to assumptions and actions that may 
negatively impact care because of a missing (non-communicated) piece of 
critical information.  It is important for all physicians to know where they 
can transmit or receive electronic information and where they cannot. 
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POTENTIAL PITFALLS 

• EMRs staying open too long. Keeping records open long enough to 
incorporate late-breaking information (such as the results of lab or x-ray tests, 
or even referral/consultations) are touted by EMR vendors to physicians as a 
convenience feature. However, such a feature may be a liability risk if the 
period of time is unreasonably long.  Any time that a medical record 
(electronic or non-electronic) may be kept open (i.e. unlocked) and thereby 
susceptible to alteration for any extended period of time raises the red flag of 
possible mischief-making. To overcome this pitfall, there should be a way of 
recording and authenticating in an auditable manner who alters the medical 
record, and how, during this period that the record remains open.  

 

C. Improving Office Practices and Clinical Systems 
In addition to improving documentation, improving tracking and monitoring of patients’ care, 
including testing, test results, visits, screening and treatment follow-up, are perhaps the most 
effective risk management tools offered by EMRs. All too often the correct care is prescribed, the 
most effective test is ordered, and appropriate follow-up is planned, only to have a simple 
systemic or procedural breakdown cause failure (see graph below for claims experience resulting 
from these issues).   
 

Office Systems Failures
(A claim may have more than one system failure)

Source: Princeton Reported Claims 2001- 2006
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Among the failures are: 

• Test results/consultant reports being filed before the physician has reviewed them 
• Test results/consultant reports not being delivered 
• Test results with panic values that are not brought immediately to the attention of the 

physician 
• Missed appointments for critical follow-up 
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• Preventative/screening guidelines not met, or monitoring test is not ordered because 
patient doesn’t make appointment within timeline 

• Patient non-compliance with recommendations for testing/follow-up* 
• Prescription not filled by patient 

  
*Patient failure to comply with recommendations, which ultimately leads to an adverse outcome, 
is a breakdown that has caused much debate within the physician community as to who bears 
ultimate responsibility. Despite that debate, the courts have increasingly placed the obligation of 
ensuring compliance (or documentation of attempts to do so) upon the physician. 
 
Used efficiently, the capabilities of EMRs to mitigate these systemic failures are considerable.  
We emphasize efficiency here. Many EMRs track very effectively and provide alerts and notices 
to assist in follow-up. However, to a physician who did not have an active system of tracking and 
patient notification pre-EMR, this can be overwhelming, as the system yields an avalanche of 
alerts and messages. Very careful attention is needed when entertaining the degree (sensitivity) to 
which any physician will implement alerts. In a perfect patient safety world you may want them 
all. From a risk management perspective you will want all that are critical, and perhaps some that 
are not, but a total volume that allows you to act on ALL that you receive. 

 
1. Monitoring, Tracking and Following Up on Patients (Practice Management 

Alert Systems)  
EMRs offer various types of alerts for physicians and office staff to utilize for follow up on 
patients to ensure that they are adhering to instructions, receiving prescribed medications, 
undertaking recommended tests and interventions, and making or keeping critical follow up 
appointments. Alerts can be provided and viewed in a variety of ways, dependent upon the 
EMR, but most place the notice in the physician’s to do-list. Color-coding of the alerts 
indicates the level to which urgency is to be applied. These then remain tasks for accountable 
parties until they are completed and can trigger the activation of a systematic (and escalating) 
patient recall system (e-mails, faxes, automatic calls to the patient, etc.).   
 
Some of these alerts to prevent patients from being lost to follow up include: 
a. Missed appointment alerts 

Whenever patients (especially those with conditions requiring close monitoring) miss 
appointments without prior notification, the practice management system (PMS) of an 
EMR provides alerts to their physicians and office staff. 

b. Alerts for failure to obtain prescribed medications   
Electronic prescribing programs in EMR systems can provide alerts to physicians and 
office staff when prescriptions for medications are not filled. All the leading ambulatory 
EMR systems can track whether or not a patient has gotten a prescription filled at a 
pharmacy whose electronic prescriptions are tracked by RxHub and/or Surescripts.  
However, this is dependent upon prescription plans’ subscription to RxHub or 
Surescripts. 

 
These EMRs can produce lists of all patients not filling prescriptions and then transfer 
this information into “to do” lists (see “Improving Intra-Office Communications” in the 
“Improving Communication” section) for physicians and office staff to follow up with 
these patients. Be aware that this will be effective only for those patients participating in 
a prescription plan and who utilize a pharmacy that is part of the EMR’s E-Prescribing 
network.  You can rely on information received regarding Rx’s filled/not filled.  
However, you should not assume that you have ALL information for all patients. 
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c. Alerts for past due test or consultation results   
Test/consultation results may be overdue because the patient did not comply with the 
recommendation, or the test/consultation results were lost in the mail or other media.  
EMRs typically account for tests and consultations ordered through the use of due dates.  
All tests/consultations ordered are assigned a due date, and failure to fulfill an action to 
account for that test by the due date will trigger an alert. This is a far more preferred 
methodology to the office practice of relying on patient inquiries, revisits, or the delivery 
of legal papers to determine that a test or consult was not fulfilled. 

 
To the extent that an EMR system is interoperable with various laboratory and radiology 
or consultative information systems, it may alert physicians and their office staff when 
patients don’t follow up with prescribed tests or interventions. 
 

Overdue Orders 

 
Source: McKesson 

 
d. Alerts for laboratory panic values 

Interoperable clinical systems will also alert physicians if lab results come back which 
indicate a potentially life-threatening condition (e.g. a potassium reading over 6.0 or 
hemoglobin below 10.0 in a non-renal compromised patient). Even more urgent to-do 
lists and escalating communications to patient and their families may then follow. These 
laboratories (e.g. Laboratory Corporation of America, Quest Diagnostics, et al.) or 
radiology/imaging centers (free-standing or part of universities or corporations) must 
have allied with the particular EMR system to provide these alerts. 
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Lab Result Notification 

 
Source: eClinicalWorks 

 
Not knowing the results or actions taken and communicated to patients concerning lab,  
x-ray or consultation requests can be a major source of medicolegal risk. There are many 
cases in which information from outside the office between visits was not taken into 
account in time to make the difference in avoiding patient harm by changing a particular 
course of action.   
 
Beyond alerts, EMRs may provide readily accessible, comprehensive, and printable logs 
of all outstanding information on patients. These logs include whether the results 
(especially potentially serious ones) of various tests have or have not been communicated 
to patients (including recommendations, where appropriate), in order for patients to take 
or modify actions. 

 

Note indicator of 
critical result 

Note indicator of 
urgency 
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Overdue Test Logs 

 
Source: eClinicalWorks 

 
 

 
 

 
 
 
 
 
 
 
 
 

Source: McKesson 

© Copyright 2008 Princeton Insurance. All Rights Reserved 31 October 2008 



 

2. Screening and Preventive Health Reminders 
Screening test recommendations are embedded into most of the leading ambulatory EMR 
products. They include (among other things) preventive health screenings most appropriate 
based on a patient’s age, gender, health status, and other factors. EMR clinical systems also 
keep track of all the screening tests that have been completed on patients as well as when the 
next ones will be due. The EMR effectively tracks the status of preventative care 
requirements for patients regardless of whether the patient has been seen in the office or not, 
closing a potentially significant care gap by permitting underlying, potentially serious 
conditions to be detected in their most treatable state.  
 

Health Maintenance Protocol Due Dates 

 
Source: NextGen 

 
Preventive health templates may also include reminders for specific groups of patients 
(including the young, elderly, and healthcare workers) to obtain certain vaccinations, 
including, but not limited to:  

• All types of cancer screenings (e.g. breast, cervical, prostate, colorectal)  
• Cholesterol (all types) and triglyceride screening, blood sugar screening (including 

glucose tolerance tests)  
• Blood pressure screening  
• Bone densitometry for post-menopausal women  
• All vaccinations for children (including chickenpox and meningitis); pneumonia and 

influenza vaccines for children, those over 50 and healthcare workers 
• Hepatitis vaccine for healthcare workers  
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Health Maintenance Protocol Past Due Summary by Patient 

 
Source: McKesson 

 
Health Maintenance Protocol Past Due Summary by Practice 

 
Source: Misys 

 
Preventive Health Reminders to physicians concerning their patients’ need and timing for 
these and other screenings and vaccinations should not unduly interfere with clinical process 
workflow.  These reminders provide helpful ways of tracking a patient’s completion of these 
necessary preventive health screening tests not only to maintain their health, but also to 
prevent future claims of neglect should failure to do these ever result in adverse outcomes 
which become the subject of litigation. However, the very nature of these reminders can pose 
a liability issue if not acted upon timely. This may be a particularly significant issue if you 
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see a patient after the notice and you fail to inform the patient at the time of the visit.  
Regardless of the reason for a patient visit, ensure that you check for alerts or reminders that 
may exist at the time of the visit, advise patients appropriately, and document the advice 
given. 

 

POTENTIAL PITFALLS 

• Alert or reminder fatigue.  Alert or reminder fatigue may afflict even the most 
conscientious physicians trying to maintain a busy practice. This fatigue may 
result in missed opportunities to improve the health of the patient. Constant 
clinical alerts and reminders may distract and interfere with clinical process 
workflow if the threshold for their triggering is set too low.  The challenge for 
physicians is how to set the thresholds to screen out enough of these alerts and 
reminders to maintain clinical process workflow without risking missing 
something which could make a positive difference in their patients’ care.  This 
needs to be an informed decision and should include consideration of 
resources required to respond to all alerts. 

 

• Desensitization to the alerts.  Somewhat similar to alert fatigue, 
desensitization refers to receiving a steady stream of alerts that you don’t 
consider critical, and it causes you to ignore some or all similar alerts, which 
may be critical. Unlike alert fatigue, however, this pitfall may not include a 
high volume of alerts. For example, a nephrologist receiving a steady, although 
not necessarily voluminous, stream of creatinine levels that barely exceed 2.0, 
can miss a subsequent critical value because of desensitization. Again, careful 
consideration should be given to setting trigger levels to ensure that you 
respond to all alerts.  

 

• Ignoring or overriding drug safety or laboratory results alerts.  By setting 
drug safety or laboratory results alerts at a threshold where they trigger too 
readily, physicians may be held accountable for following up on the 
suggestions deriving from these alerts.  They may need to justify why they 
chose to override or ignore those alerts which either didn’t make sense, or 
which could have been disregarded due to unique patient care factors, or where 
the benefits of changing course were dubious.  Jurors may well look even less 
kindly upon defendant physicians who knew of possible adverse reactions 
(through alerts) but didn’t change course, than they would upon those 
physicians not so alerted.  The best advice is to have clearly documented your 
justification for setting the thresholds where you did.  You would need also 
to be able to state why in your best clinical judgment you were comfortable 
in not responding to alerts based on the patient’s unique characteristics and 
overriding need for specific types of therapies. 

 
 

D. Improving Clinical Judgment and Outcomes 
Not surprisingly, clinical judgment is implicated in more claims than any other factor, most 
specifically regarding patient assessment and treatment decisions (see graphic below).  Improving 
clinical judgment and outcomes is perhaps the most ambitious of the EMR goals as appropriate 
clinical decision making is in large part a direct attribute of a physician’s medical acumen.  EMRs 
enhance this acumen through features that validate a physician’s diagnostic impression or suggest 
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alternatives.  Furthermore, through readily accessible best practice guidelines and Rx alerts, they 
can guide therapeutics or prevent potential errors from occurring. 
 

Clinical Judgment Failures
(A claim may have more than one clinical judgment failure)

Source: Princeton Reported Claims 2002- 2006
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Notwithstanding these benefits specifically intended for enhancing clinical judgment, recall our 
previous discussion about the interrelated and interdependent nature of the features of EMRs.  
The many benefits discussed in sections on communications, documentation, and office systems 
all support improved clinical decision making.  However, other than the discussion about easily 
aggregated information at the point of care, those additional benefits are not reiterated in this 
section.  We focus the EMR benefits and pitfalls in this section into three parts, including 
diagnostic and therapeutic decision support, and outcomes tracking. 
 
1. Improving Diagnostics 

Used properly, EMRs can greatly enhance diagnostic decision-making. This clinical skill 
encompasses one’s ability to capture and process as much information as possible and to 
apply widely accepted clinical rules to determine quickly and accurately the underlying cause 
of the patient’s chief complaint and other symptoms. The following features may help 
physicians in this important area. 

 

a. Aggregation of complete, accurate and timely patient information in real time at the 
point of care 
As previously mentioned, one of the great benefits of electronic records is their ability to 
aggregate complete, pertinent, accurate, and timely patient and patient-related 
information to facilitate optimal clinical decision making at the point of care.  One of the 
most significant advantages is the ability to access this information remotely. 
 
EMRs allow for the organization of the medical record information to better support 
comprehension. By compiling into useful graphical formats shown as part of a continuing 
care record (CCR), it makes it so much easier for a physician to evaluate quickly and 
accurately. Additionally, EMR systems permit a degree of customization in the manner in 
which patient information may be assembled and displayed to optimally support each 
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physician’s thinking process – which is fine, as long as this customization does not 
produce unintelligible displays to others who may contribute to the patient’s care. The 
following screen shots reveal a few options to displays of information. 

 
Summary Data 

 
Source: Misys 

Flow Chart 

 
Source: McKesson 
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Graphical Display of Lab Results 

 
Source: Misys 

b. Differential diagnosis generation systems 
These systems are found in a few of the leading ambulatory EMR systems. They have 
been around as research and educational tools for decades. When turned on, they can 
produce for physicians various differential diagnoses to consider (and rule in or rule out) 
based on the input of certain historical, clinical and pathologic (laboratory and X-
ray/imaging) findings. Some of the more recent systems have been shown to suggest the 
final diagnosis in 95 to 98% of real cases in multi-center clinical studies (Isabel: a Web-
based Differential Diagnostic Aid for Pediatrics: Results from an Initial Performance 
Evaluation. Archives of Diseases of Childhood, May 2003). 
 
Radiology/imaging differential diagnostic systems embedded in a few of the leading 
EMR systems may even suggest which studies may improve the physician’s pre- to post-
test probability of a suspected diagnosis to the greatest extent. These embedded radiology 
information systems (RIS) may also caution against use of certain procedures based on a 
patient’s condition and known hypersensitivities (e.g. to certain radiographic dyes). They 
may even caution against certain studies due to their radiation dosage (where a patient’s 
cumulative lifetime dosage may be downloadable from his EMR).  
 
Differential diagnostic generation systems (despite their long history and relative 
accuracy) are still seldom used by physicians. They have found their greatest usage in 
research and educational settings, especially to teach medical students and resident 
physicians about a wide variety of less well-known disease entities which may need to be 
considered when more likely diagnoses cannot be effectively ruled in or out. 
 
The benefits of the use of these systems should be weighed heavily against your ability to 
respond to all of the differential diagnoses provided. Similar to alerts previously 
discussed, not responding to the potentials can create a difficult defense should a 
suggested possible diagnosis, which was not entertained by the physician, turn out to be 
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the actual diagnosis. At the very least, you should be prepared to state in the medical 
record why you did not believe that the alternatives suggested should be considered.  
Should you opt for this type of tool, make sure that all physicians who will utilize the 
system are aware of its existence and that they carefully consider the recommendations 
generated. 
 

POTENTIAL PITFALLS 

• Data overload. Not unlike alert fatigue, the data derived from heeding 
differential diagnosis generation systems may result in too much information 
to process effectively, resulting in a failure to act appropriately. 

 
• Not acting on the output of differential diagnosis systems. Consider the case 

of one physician user of an EMR system who ignored the diagnostic 
possibility of a dissecting aortic aneurysm suggested by the symptoms fed into 
the EMR from a 27-year-old, otherwise healthy man. When that patient 
subsequently died of just such an aneurysm, the plaintiff’s attorney and 
medical expert demonstrated how the EMR the defendant physician had used 
suggested that very diagnosis. Document justifications at the time of 
decision-making if you choose not to consider a serious, but unlikely, 
potential diagnosis suggested by one of these systems. 

 
 

2. Improving Therapeutics 
The leading ambulatory EMR systems are heavily invested in various types of software to 
improve therapeutic decision-making through the provision in real time of best evidence 
based medical practices. Many groups also incorporate leading edge health and disease 
management templates into EMRs to assist in the management of patients with specific, 
common chronic diseases, such as diabetes, asthma, congestive heart failure, arthritis, and a 
host of others. These guidelines are constantly updated by dozens of leading groups, 
including many medical specialty and subspecialty societies, as a way of ensuring optimal 
care to patients.   

 
However, physician EMR users may either ignore or override these guidelines for a variety of 
reasons. This is among the most important areas involving the installation and proper 
use of EMRs where it is critical to document the rationale for actions taken.  These 
actions (or inactions) may well have a significant impact on patient safety, quality of care and 
liability risk. 
 
a. Best practice guidelines (by specialty and condition) 

Most of the leading ambulatory EMR systems have embedded within their software best 
evidence-based practices. These best evidence-based practices derive from general 
guidelines groups like First Databank, Up to Date, Dynamed, MD Consult, Zynx Health 
Solutions, Rand, and www.guidelines.gov, among many others. There are also specialty 
and condition-specific guidelines, which can be “baked into” the EMR software from 
various medical and surgical specialty and subspecialty societies, including the American 
College of Physicians, American College of Cardiology, American Academy of 
Pediatrics, American College of Obstetrics and Gynecology, the American Academy of 
Family Practice, and a host of others. 

http://www.guidelines.gov/


 

 
Guidelines 

 
Source: McKesson 

 

 
Source: McKesson
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Source: McKesson 

 

Physicians using EMR software that have these guidelines are not obliged to follow them.  
They are available to guide therapeutic decision-making when consulted. Note, however, 
that many EMR systems can keep track of physicians’ relative adherence to these 
guidelines and even benchmark their performance locally, regionally and nationally, at 
least among other physician users of the same EMR systems—see the section below on 
Outcomes Tracking and Management Systems. 

 
b. Medication prescribing alerts 

Leading ambulatory EMR products have medication error prevention alerts embedded 
within their electronic prescribing capabilities. Used properly, these alerts can 
significantly aid in the clinical decision process and are a great enhancement to patient 
safety and risk management efforts. Interactions may be classified as mild, moderate, or 
severe (life-threatening) reactions. Physicians may adjust the triggers for these adverse 
reaction alerts for one, two, or all of these different levels of severity, ensuring that the 
alerts are appropriate for the physician/practice and reducing the likelihood of alert 
fatigue, with a resulting failure to act. Some key functionalities include alerts for: 
 

(1) Drug-Drug Interactions, a feature preventing the prescribing of one drug that may 
adversely interact with another (including duplicates), may decrease another’s 
therapeutic effects, or dangerously increase them to toxic levels and/or otherwise 
cause untoward complications. It is important to note that this feature is effective 
only to the extent that the record reflects ALL drugs taken by the patient, including 
OTC supplements, and not just those prescribed by you. 
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Source: McKesson 

 
Source: NextGen 

 



 

(2) Drug-Disease Interactions -- Triggering an alert to prevent possible adverse 
reactions to certain prescribed medications in patients with specific diseases and 
conditions. In some cases of those patients with renal compromise, this functionality 
may provide guidance concerning safe “renal dosing” to prevent toxicity. 

 

 
Source: McKesson 

 

(3) Drug-Food Interactions -- While somewhat less common, this is a feature most 
useful in patients with dietary requirements containing foods that could interact 
adversely with prescribed medications, as long as physicians have recorded diet 
information into the EMR. 

(4) Drug Overdosing/Under Dosing -- A feature found in some of the latest versions of 
EMRs containing algorithms, which may alert physicians to possible overdosing (or 
under dosing) due to such factors as patient age, body size, kidney or function, or 
even drug distribution and absorption rates. 

(5) Drug Allergies -- To the extent that these are known and recorded in the patient’s 
EMR, this function would prevent (or at least warn against) the ordering of 
medications which could trigger allergic or known hypersensitivity reactions. 

(6) Contraindicated Drugs -- May be identified through a color-coding system, 
signifying whether prescribed drugs are relatively or absolutely contraindicated. 

(7) Drug/Laboratory Value Precautions and “Panic Value” Alerts -- Triggered if a 
patient is prescribed a medication which could further aggravate a metabolic 
condition reflected by worsening lab results. 
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c. Health and disease management templates 
Most leading ambulatory EMRs have the ability to create (at a keystroke) registries of all 
patients in a medical practice having a particular condition (such as diabetes, heart 
failure, asthma, etc.).  Physicians can then more uniformly apply health and disease 
management protocols or guidelines for managing these patients in the highest quality, 
safest and most cost effective manner. These patients’ outcomes then may be compared 
to national norms based on various clinical indicators—see the Process and Outcomes 
Tracking and Management features of EMRs below. Additionally, the ability to create 
and access disease registries at a keystroke gives physicians the ability to more timely 
notify patients of governmental and industry advisories concerning drug toxicities or 
adverse effects from various medical devices, and modify therapies which would need to 
be stopped or at least adjusted to prevent patient injuries. 
 
EMRs include health maintenance and disease management templates that facilitate 
appropriate care for patients with similar conditions or characteristics, such as sex and 
age. Guidelines are provided for active searching and, and as previously discussed under 
Improving Office Practices and Clinical Systems, signal alerts for any patients not 
meeting these guidelines – the benefits of which are in preventing certain missed 
diagnoses and resulting failure-to-treat allegations. 

 
Health Maintenance Template – 50-64 yr. Old Females 
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Health Maintenance Template – Diabetes Mellitus 
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Source: McKesson 

 

POTENTIAL PITFALLS 

• Not documenting the rationale for not heeding best practice or 
health/disease management guidelines. As with Drug Safety and Laboratory 
Results Alerts, there is the same dilemma for physician users of EMRs 
concerning to what extent to heed the various best practice and health/disease 
management guidelines. Having too many of them to consider may hinder 
effective clinical decision-making and workflow. However, there are downside 
risks for overriding or ignoring them if you fail to document your rationale for 
overriding and acting against the advice provided. 

 

• Blindly adhering to best practice guidelines. Conversely to the above, 
physician EMR users should not blindly adhere to the “Best Evidence Based” 
practice guidelines promoted by certain EMR systems without consideration of 
individual patient body size, co-morbidities, kidney function, and a myriad of 
other clinical and non-clinical factors impacting therapeutic choices.  These 
guidelines are not a substitute for good clinical decision-making. All relative 
and absolute contraindications of primary and alternative interventions and 
therapies suggested by guidelines and disease-specific templates need to be 
taken into account concerning their potential impact on safety and even patient 
preferences when determining the best therapeutic intervention(s). 
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POTENTIAL PITFALLS 

• Not knowing the limitations of best practice guidelines and alerts. Finally, 
physicians should not assume that there are necessarily guidelines in place in 
systems which aren’t really there (e.g. those to prevent giving medications to 
children which may be absolutely or relatively contraindicated). If these EMR 
systems are not enhanced further to account for each patient’s unique 
physiology to absorb and metabolize certain medications, even some of the so-
called “latest” EMRs’ clinical decision support systems may not be able to 
protect physicians from overdosing patients. To overcome this potential 
pitfall, physicians must be aware of what clinical decision support 
capabilities their EMRs have, and which ones they don’t have.  

 
 

3. Process and Outcomes Tracking and Management 
This is a feature which many leading EMR companies have embedded in their ambulatory 
products. To the extent that information from them can be stored in an electronic database, 
these EMR products may well be able to track physicians’ performance and their patients’ 
clinical outcomes in some or all of the following ways: 
 
a. Tracking of physicians’ following of best practice guidelines 

Many of the leading EMR systems can keep track of their physician users’ percentage 
adherence with best practice guidelines and disease/health management protocols. These 
systems may benchmark physician EMR user adherence relative to that of other 
physician EMR users of the same system regionally and nationally. Physician users need 
to ensure that their lack of adherence with best practice guidelines or health/disease 
management protocols is not counted against them if they document justifiable reasons 
for not adhering. 

 
b. Tracking of the rate of physicians’ recommending to patients screening and 

preventive health maintenance interventions when due 
Similarly, most of the leading EMR systems can also track the rate of physician EMR 
users’ recommending of the screening and preventive health maintenance guidelines to 
their patients (when it is timely and appropriate for them to do so). The same caveats in 
tracking adherence by both patients and their physician EMR users with these guidelines 
apply as did in tracking physician adherence with best practice guidelines and 
disease/health management protocols. 

 
c. Tracking patients’ outcomes 

Physicians and their patients (either through their EMRs or PHRs, respectively) may 
track and evaluate their outcomes longitudinally over time in response to various 
treatment regimens. This may help both physicians and their patients to independently 
and jointly manage care and track treatment results more effectively. However, this 
feature may be used as a shield by physicians, or as a sword by plaintiffs’ attorneys and 
their medical experts, to the extent that such outcomes tracking is discoverable in 
litigation—see the following section, “Pitfalls.” 
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POTENTIAL PITFALLS 

• Potential discovery of tracking of physician performance. This could pose a 
pitfall for physicians using EMRs with this functionality. Some leading 
ambulatory EMRs may track and compile statistically robust analyses 
concerning the percentage adherence of their physician users with various best 
practices suggested by the EMR software for particular types of patients.  
However, the downside of this would be if this were discoverable by plaintiffs’ 
attorneys. They and their experts could seek to demonstrate the relative non-
adherence of a defendant physician user of this EMR software with the types 
of best practices which (arguably had they been followed) could have 
prevented a patient’s injury. To address this pitfall, physician users must first 
be aware that this capability exists and that their EMRs may be using it.  
Next, physicians must ensure that whenever they don’t follow best practice 
guidelines or disease/health management protocols, they document why they 
are not adhering. Such justified non-adherence then should not be held against 
physicians in compiling their performance profiles.    

 
• Potential discovery of patient’s outcomes.  Patients’ clinical outcomes may be 

tracked over time (through a longitudinal Continuity of Care or CCR 
capability). Physicians (or other clinicians in their office) should periodically 
review these patients’ electronic records. In doing so, they should ensure that 
these records do not reveal worrisome trends in patient outcomes, (as 
measured by lab results, progressive x-ray changes and other parameters in 
response to treatment, or lack of treatment) that could provide evidence of 
neglect to potential plaintiffs’ attorneys and/or their medical experts. 

 
 
 

NOTE:  The simplest response to address these potential pitfalls, it may seem to 
physicians, is not to install these outcomes tracking and management features at all, 
including to disable those that might otherwise be in effect.  However, given how 
transparent the practice of medicine has become to payers, patients and policymakers, 
physicians should carefully consider this option. Physicians’ performance will 
continue to be measured and reported and their compensation increasingly based on 
how well they do. This feature provides them with some (mostly) private insight to give 
them time to adjust their practices prior to being evaluated by others. 
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III. EMR Implementation Considerations 

We reiterate that this guide is not intended to serve as a “how to” implementation manual.  The 
implementation process, including speed, scope of features, template design, interoperability, and use 
must be decided upon by the physician or practice. These decisions should be based on the ability of 
the practice to dedicate resources, absorb potential practice disruptions, and ensure office 
commitment. We discuss specific issues here that should be considered in determining the process, as 
there are EMR implementation considerations that can negatively affect patient safety and/or risk 
management. While we are not advising you how to implement for your specific practice, we will 
offer one piece of implementation advice that can address a number of the potential pitfalls already 
discussed; it would follow the advice offered at “All You Can Eat” diners: 

 
“Take all you want, but eat all you take.” 

 
As we have discussed, not consistently using or ignoring features that provide you with critical 
information, which could have been used to prevent an adverse event, reduces defensibility in a legal 
action.   

 

A. “To Do or Not To Do?” - That Really is the Question 
EMRs must be implemented in the context of an otherwise well-organized medical office to 
ensure that the EMR doesn’t merely facilitate errors at the speed of light or create an indefensible 
position when an unfortunate adverse event occurs. While EMRs offer a variety of tools that can 
reduce risk and enhance patient safety, they cannot by themselves infuse effective organization 
and good risk management practices into a medical office which did not already have these. 
Electronically memorializing poor medical record keeping processes will neither improve the 
quality of physicians’ medical practice nor enhance their ability to respond to a malpractice 
claim. 
 
EMRs will dramatically alter how your office operates, how you interact with others in the office, 
and how patients perceive all of this (which is so important to good risk management).  As with 
any new process, commitment of all staff to the adoption of EMRs and functionality is critical.  
The decision to adopt EMRs should not be taken lightly. 
 
Furthermore, in addition to the above considerations for implementation, efforts to ensure the 
confidentiality and security of patient data and the backing up of that data, including adequate 
storage, system redundancies, and fail-safe mechanisms in case of natural or man-made disasters, 
need to be considered. A detailed discussion of these considerations is beyond the scope of this 
guide. However, suffice it to say here that any CCHIT-certified ambulatory EMR product must 
have provided for all these safeguards. All EMR products to be certified must have demonstrated 
the HIPAA compliance of their functionalities and overall system as patient data is moved from 
handwritten to electronic form. All data back-up and storage functions must be in place for any 
ambulatory EMR product to be certified. 

 

B. Clinical Process Workflow Disruptions and Distractions 
Introducing EMRs into an office based practice, much more than a technologic undertaking, 
constitutes a change management process.  “EHR implementation is like moving day for a 
homeowner, except that you’re moving data from paper to computers and the process lasts for 
months instead of days” (Lowes, R. “Keys to a Successful EHR Rollout,” Medical Economics: 
July 4, 2008; Duluth, MN). 
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Depending on the attitudes of its physicians and staff, implementation of an EMR can be a 
manageable (albeit significant) change management project, or one which can disrupt process 
workflow for months or longer. In any EMR implementation, the biggest danger is not a hard-
drive crash, but a motivation crash among physicians and employees.  The confusion and process 
disruption of a less-than-successful implementation can lead to diagnosis and treatment failures 
by exacerbating the pitfalls mentioned in this guide. 
 
There are some EMR systems which use the speed of their implementations as a major selling 
point. Despite some of the benefits of a fast implementation, much more can be lost unless you 
are entirely committed to a rapid or complete conversion and have carefully planned for the 
resultant disruption. Even if everybody in the practice is technologically savvy and on-board with 
the EMR implementation, speed should not exceed thoroughness. Potential patient disruptions 
can include: 

• Lost information 
• Patient dissatisfaction with wait times due to physician/staff EMR unfamiliarity 
• Patient dissatisfaction caused by reduced personal interaction through too much focus on 

the computer screen or poor design causing the physician to turn his/her back to the 
patient for extended periods of time  

• Missed alerts 
• Difficulty in accessing information during the transition 
• EMR system disruptions 

 
Other than ensuring thorough and frequent training (see below), certain implementation 
techniques or practices can be adopted for the early part of the process to facilitate the transition 
and thus reduce risk, including: 

• It is perfectly justifiable to put into electronic format first the records of those patients 
who most frequently visit the office, so long as the rationale for taking this approach is 
spelled out somewhere. There could always be a situation where a patient could suffer an 
adverse event which may have been prevented had that patient’s chart been electronic at 
the time of the event. However, if this patient visited the office less frequently, it would 
be defensible not to have made his chart electronic earlier so long as the justifiable 
rationale for this was documented in advance.   

• Scheduling only 50 to 70% of normal patient load (depending on how much you 
implement at once and your patient population) to provide a time cushion to become 
comfortable with the technology and still manage patient care optimally. 

• Installing functionality on-pace with user ability. Add functionality as comfort levels 
allow (especially in the case of alerts, guidelines, consultation requests, etc.). 

• Following up on transmitted information communicated to ensure understanding by the 
receiving party. 

• During the early stages, having someone other than the physician serve as an “electronic 
scribe” during the patient visit to avoid disruption of face-to-face communication and eye 
contact - so essential to the overall patient relationship. 

• Alternatively, or in conjunction with the above, having someone queue up all the 
information for each physician’s patient (including graphic displays of the patient’s 
progress over the past few visits) to allow the physician to quickly determine what to ask 
and how to manage most effectively each patient. 

• Informing patients of the transition to EMR and apologizing up-front for any delays or 
any appearance of depersonalizing visits. 

• Explaining the security of the information to ensure they communicate freely. 
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C. Aligned Goals 
Ensure that goals for the implementation are clearly laid out at the beginning of the process and 
that all staff are aware of, and buy-in to those goals. This should include an understanding of the 
features and timeline for implementation. Most importantly ensure that: 

• Every physician in the practice supports the EMR implementation and understands the 
changes that will inevitably occur in clinical process workflow. 

• Every physician in the practice coordinates his/her customization of templates and other 
electronic forms (preferably to avoid multiple versions altogether, or, at least to be aware 
of those that might exist in the practice). This will reduce inconsistencies that impact 
negatively on patient care when records are shared and patients are treated by multiple 
physicians.  

 

D. Training and Support 
Thorough knowledge of the EMR and its functionality will prevent the misuse or failed use of 
specific features, and assist in ensuring that the practice staff are moving along the learning curve 
at the same speed. Provide, or ensure the vendor provides, adequate training to both physicians 
and staff members concerning the appropriate ways to use EMRs, enter data, and use (or modify 
or not use) various safety features. The EMR’s benefits can be significantly reduced by the 
inabilities of the weakest link (user). For most, training is not a one-time event. On-going vendor 
support until thoroughly familiar with all features and functionality is equally important.   

 
As part of the training, be sure to include those items that mitigate the pitfalls previously 
mentioned: 

• How to appropriately close out tasks to ensure task completion 
• Where and how free text can be used 
• How to create consultative and test requests to ensure understanding by the recipient  
• How to scan in outside documents and provide appropriate authentication and attribution 
• Understanding defaults and how they populate 
• How to ensure consistency between checkboxes and free text 
• How alterations and addenda are recorded 
• What should and should not be imported into the record 
• How printed materials are displayed 
• Testing the consultation, laboratory, x-ray and other tracking functions to ensure they are 

optimized in managing patients and closing loops and gaps in care 
• Awareness of the interoperable functionalities of the EMR 
• How alerts have been established and for what they will be triggered 
• Understanding any differential diagnosis tools and how to respond to recommendations  
• Understanding all the metadata (data about data) which various functions can generate 

(and determining what they would reveal if discovered in a legal proceeding) 
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E. Customization 
Perhaps the greatest value an EMR can offer during implementation is customization.  
Customized features facilitate acceptance and use by office physicians and staff, and as we have 
discussed under the section titled, “Checklists/templates and auto-population of data,” can 
produce information in a format that enhances interpretability and clinical decision-making. The 
degree to which you may choose to customize features will be a function of the EMR you choose, 
your technical savvy, and your goals for implementing EMRs.   
 
Where appropriate, customize at the practice level to ensure consistency of records that will 
enhance communication among staff and covering physicians. As mentioned previously, alerts 
can be set at customized thresholds to avoid alert fatigue and practice disruption. Some long-time 
users of EMRs with these features have initially set the threshold for these alerts quite low. Then, 
over time, they have progressively raised the triggering thresholds once they felt comfortable. 
 

F. Contingency Plan and Backup 
As part of the implementation process, consideration should be given to the possibility that the 
EMR may be unavailable at times. Unavailability may be due to power outages, system crashes, 
connectivity to remote sites, property loss, etc. Regardless of the cause, a plan for continuing 
patient care should exist, perhaps including reverting to paper-based records that can be scanned 
into the EMR upon recovery.  Ensure that all staff are aware of the contingency plan to minimize 
disruption and prevent loss of patient information. Following restoration of the EMR, make sure 
that alerts that may have been triggered during the unavailable period are not lost. As with any 
technology, you should backup files (off-site), or ensure that your vendor does so, on a frequent 
and regular basis to guard against permanent loss. 

 

POTENTIAL PITFALLS 

• Focusing too much on the computer screen at the expense of the patient. 
This can have the effect of worsening patient relations by diminishing rapport 
with patients, which can cause patients to bring legal actions following an 
adverse event when perhaps they normally would not have.  

 
• Unfamiliarity with EMR causing lack of focus on patient’s symptoms or 

findings.  When not fully familiar with EMR because of poor training or 
newness, care must be taken to ensure that enough time is spent with each 
patient to prevent errors. 

 
• Implementing too much too quickly.  Similar to the above, implementing 

more than you are prepared to handle can result in missed alerts, messages, or 
other information critical to care of the patient. 

 
• Varied commitment from partner physicians. The result can be a 

hodgepodge of electronic and non-electronic records to be discovered in a 
legal proceeding. This may create an even worse impression regarding the 
organization of the practice than if it had stayed completely non-electronic. 
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IV. Summary 

This guide is not intended to endorse any particular EMR systems or to even rank the leading systems 
according to some list of criteria. The screen shots utilized in this guide were selected based upon 
their ability to demonstrate the particular feature being discussed and should not be interpreted as an 
endorsement for a particular vendor. Nor is this document intended to be an implementation guide.  
Rather, the purpose of this guide is only to cover the various safety, quality improvement and risk 
management features of EMRs and their proper use by physicians and other caregivers.   
 
EMRs offer a litany of features that can improve quality and safety of care which can reduce the risk 
of adverse events and litigation. Many of the features afford the user with tools that can also mitigate 
risk when confronted by an adverse event. Furthermore, EMRs can assist physicians and staff employ 
risk management practices that are often otherwise difficult to implement.   
 
However, EMRs are not without risk themselves. Improperly used, EMRs can create risks that did not 
exist with paper-based records. With careful thought regarding their implementation and use, these 
risks may be significantly reduced. The “Pitfalls” sections throughout this document demonstrate how 
even the best intended use can result in less than optimal care, or increased liability, when certain 
features are not used effectively.   
 
EMR implementation should be well thought out to ensure that all EMR features implemented are 
used effectively and in a consistent manner. Using all available features is not as important as is 
consistently using those that you choose.  Having a well thought-out and documented implementation 
plan, particularly when not applying the EMR to all patients or using full functionality, is equally 
important. Thoroughness, consistency, and comfort are all more important than speed of 
implementation. 
 
From the standpoint of improving communications, documentation, office-based practices, and use of 
clinical systems, all of which may impact clinical judgments and outcomes, EMRs offer a great 
opportunity. Implemented and used consistently, they may have a tremendously positive impact on 
the efficiency of office practice and the quality and safety of care delivered to patients.  
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