
POLICY & PROCEDURE
ELECTRONIC EQUIPMENT & SYSTEMS PROTECTION

Policy Statement

It is important to protect computers and other electronic equipment from voltage fluctuations or total loss of power that could result in damaged equipment and/or loss of data.

Procedure
1. Plug electronic equipment, including the telephone system, computer monitor, modems, portable external drives, and speaker system, into individual surge protectors that offer the following features:
· an indicator light 

· UL 1449 listed 

· protection against lightning strikes 

· some form of insurance coverage for devices plugged into the surge protector 

· A R-11 telephone jack if you are using a regular dial-up modem 

· a cable connection if you are using a cable modem

2. Do not plug the printer into the same surge protector as the computer. Printers typically use more electricity than other parts of the computer system, and when they are used, internal fluctuations may result which can then affect the computer’s hard drive.
3. Another level of protection can be added to your office that is termed “a service entrance surge protection device” which is usually installed at the base of your electric meter or at your main electrical distribution panel. This device can reduce the power surge from a lightning strike or power fluctuation to a lower level before it reaches your office’s internal electrical outlets.  This device must be installed by a qualified electrician.   

4. A direct lightning strike can overwhelm even the best surge protection devices so the best strategy is to unplug electrical equipment prior to a severe thunderstorm.

5. Consider using a UPS (uninterruptible power supply) to maintain a steady and continuous flow of electricity even when power is lost.
6. Conduct a data backup no less than every other day - daily being the best practice.

7. Maintain one copy of the back-up data at the office in a fire-proof safe and another copy off-site as well.
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